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Executive Overview
This white paper deals with innovation in the area of Identity and Federation in the following ways:

e Introduces an approach for determining transactiosised assuranddat speaks to
cautherticationé based on thenecessangurrent conditiors of specifiedvalidated attributes
and agreements in a profile.

e As part of theeagreements, introduces an ability to provide etime modular Terms and
Conditions that can be consistently applied horizontally across many products and services.

¢ Introduces technology that allows fanytimerevocation of attributes and agreements retogdy
in only the loss of identified and supportetbmicfunctionality within products and services
and not necessarily the wholesale loss of use of those products and sealtagsther.

e Introduces an approach for determinirige lifecycle oLOA settigs for an individual based on
the current condition of all attribute declarations whether they are validated ot aotl within
the range of that providers certification for a particular framework

¢ Introduces an approach for federated assurance bygalgping enforcement points from
decision points bydoption of a standard, open protocol.

e Postulates that there should be a fourth A added to the typical security list oi;/fA4 that is
Assurance.

The good, the bad, and the ugly for Identity Providers

Largesocial sites have recently enjoysdccessfuft O 2 Y yp&siddss mods) which hae drawn many
applications tahem. These social sites agetting most of the business benefits from thethnecg
toolsby leveraging huge customéase data to attract deslopers into their site. Developers are able
to usell K S Zihec rdodelswith standards likethe OAuth 2.0 based access mechanism for getting
dza SNE Q a [ AvhriusGraph APL. FoF eXxanplbeir social graph, relationships, likes, etc.

However,ii K S @idhecé dataare not widely viewed as (1 NHza (i S Gafa Fér 2xdahide usiness
26y SNR OF yQi NBIf e NBdeeelligbifity/riskblsingss. RIF G F2NJ 0§ KSA N

Also, thereareincreasing user privacy concerns on how some sites hamii@qy data. Moving from

social networking services to serious eGov and eCommerce services, it is critical to develop an open
standard based Trust Framework in the identity ecosystem, which is also the vision of the White House
NSTIC initiative.

And thereare other issues that Identity Providers will face.

Manual Onboarding
There is a need for rapid onboarding of partners through Trust Frameworks that will protect an Identity
Provider from higher levels of liability and risk.

Credential/ Transactional Gap
The industry has identified a fundamental gap between credebtiakd trust approaches (like those
used in egov, everything solved up front via Authentication) and transactionatmdkgation-based
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trust approaches (like those used in BRBually inwlving customized Authorization after
Authentication occurs).

Overloaded Authentication

The industry igurrentlytrying to solve all of these things by overloading the functionality of
Authentication causing extremely complex technical requirement d&goos by global committees that
have dragged on for over 12 years.

Complex T&Cs

The Terms and Conditions for the use of a product or service are often extremely complex, with
development requiring the devotion of significant time and manpower resources kegal and product
teams. Even then, there is still a risk of duplication and contradiction in terms across a product
portfolio, as well as a risk that important items will not be caught or effectively handled in the initial
drafting. As a result, afipations may be subject to potentially costly updates over time to manage any
unforeseen issues.

Adaptability Costs

The everchanging conditions in the areas of security, privacy, and legal are extremely costly for product
logic adaptation in the code evtime once those products are launched. Changing application
code/logic to adapt also introduces new risk afhohger time to market for new functionality.

Solution Struggles

The US Government through National Strategy on Trusted ldentity in Cyberspaoeigly grappling

with these issues and searching for anyone that has a solution to help guide the conversation and shape
the standards.

Current thinking in the industry may  have gaps
New IETF standards of OAuth 2.0 and OpenlD Connect provide technologies and protocols to allow
identity providers to suppor@ I NJ& 8naiecE cap@bilities in an open and standard way.

Also, these are seen as having the potential to providéchtasst framework support using a Trust
Claims model.

However, developing Trust Frameworks in the identity ecosystem is a huge deal, which needs new
standards and industry/government collaborations like the White House NSTIC initiative. And even then
few if any are approaching rapid onboarding for transactidmeded assurance.

This is due to using standard approaches that are often limited to Authentication, Authorization, and
Audit, which have failed téll in some of these critical gaps
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Opportunities for an Identity/Attribute Provider (IdP) when Trust
Frameworks are combined with Transactional Assurance

Increased revenue through rapid partnerships with Relying Parties.
Entities that benefit by selling goods and services to people via their Identityde by companies like
G6Stft 02Qasx o6lylaz fFNAS AyGSNYySi LR2NIIFIfaX FyR GKS f

Increased customer base, draws people that need trusted identity to access partner sites.
Leveraging Trust Frameworks which their Identity Provider supports . These parthénshade
government sites, public services, health services, and more.

Increased fidelity of personal data captured in an ever -evolving Profile that each customer

fills in over time to gain new functionality.

2 A0K GKS Odza 2 Y SN iy déxg ofuldSghie to igrgathygincriéabseréyénid stjedmhst A
from targeted advertising and other such data uses.

Introduction

In the space of Identity there is a group workingotald trust in the exchange of identity credentials
onlinecalled OIX (Open Iddty eXchange). They set forthree major players in every online
transaction: the user, thaentity service providerand the relying partyThe one that seems to be
consistently missing from the table of discussions are the relying parties.

In orderto attractrelying partiedo participat, the various standards groups need to identify clear lists
of features and benefits that will speak to their neelitsthis case it is felt that the most important of
these isproviding a way forelying paties tobetter manag the transaction risksandas a result gaining
financial benefitAnother important benefiwill be to provide theprivacyenhancing identity ecosystem
with unified user consent management capabilifjie approach presented in this white pap

addresses both of these.

Eachof the three playerswill have an area of interest that might be more of a focus to them during an

online transaction. OIX describes theseasasLevels ofControl, Assurance, arférotection The

individual user may bprimarilyinterestedin their Level of Contro{LOCand in order for tke identity

service provideto help broker and facilitate support for that, they will need to partner with the relying

LI NIie 2y K2g (KS@ YSI &adz2NB | WiRdudlpdrionatmsiZrafice daditimay dzi S NI
apply to the nature of the current transaction.

To that endjdentity service providerare currently building platforms that contain a number of things.
One of these will be an area where a person can capture thetity profile. The identity profile will
allow individuals to make attributdeclaratiors and informed agreements

Attributes are the things that speak to our identity like our names, agesaieaddresses, cell phone
numbers, etc.
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Agreements are theantractual law binding partners for a particular discourse typically comprised of
Terms and Conditiond&C3, and variousonsentsthat can be applied globally to an application or
service, or can apply to the specific application of that particular egiidin or service. For example, a
user can consent that the identity provided can present to them cortasied advertising as an

example of global consent. The user can also consent to something specific like sharing their location
information with a paricular person or application.

In this white paper, we postulate that the things that are considered attribatesagreementshould
grow significantlypeyond current thinkingnd can be used later to speak to the assurance we have in a
particular authenttation

Attributes and Agreements

Most attribute declaratiors should have the initial state dfiot validated. They aradeclaratiors that

the individual makesand mayS f I NBSf & dzyadzoadlyiAlriSR AYyAGALFff&ad
deal of efort and work lately in the industry around the area of validating iderdeglaratiors. While

this work is certainly important and even critical in order for the Internet to support commerce that

requires a higher level of liabilityiskand responsibl 1 @ = ¢S aK2dzZ Ry Qi f2aS aA3IKI
aspirationaldeclaratiors may actually be more valuable than proveeclaratiors.

If a persordeclarego be a mountain climber do thagallyneed to prove it to us before we charge
sporting good€ompany money to show that person an advertisement for rope@ person who can
actually prove theideclarationthat they have been anountain climbeifor twenty yearamay not need
the rope as much as the person who aspires to be a mountain climbeh: 2 y QG . & G NI SR

When a person first registers their identity with an identity service provider they will persist into the
system a number of initiaeclaratiors and agreementsThat number shouldahitially berelatively small.
Analysis has proven that tharger the number of questiortbiere areon the initial interview the higher
the abandonment rate is for any particular flow. Therefore identity systems should be able to support
somefunctionality with initially a very small set of attributes amdistbe able to grow over time as
needed.

Although most attributedeclaratiors and agreementshould beat firsttreated as unvalidated, some by
their very nature can be capturess validated from the very beginning. For example T&Cs may not need
any additional glidation beyond the individual checking a checkbox that they agree to submit to the
language of a particular contract. Since the platform that supports attridetgaratiors and

agreementswill be built to support urvalidateddeclaratiors, if it is evedetermined that some

validation beyond acceptance of T&Cs is necessary an adjustment can be made.

The same technique can applyttongs likebiometrics(voice passphrasemnd the likeXhat can be
considered validated upon recording if a strong autheation is usedo access the recording system

Certainly 6r eachof thesea validation apparatus must be builthen required The validation apparatus
may be completely electronic or a combination of electronic with human interaction. For example if an
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individualdeclaesthat their username i$amous.person@famousperson.come may be able to trust
that declarationto a certain degree but at some point we will need thatlarationto be validated to
prove that theyindeed have access that famous persoremail accountln this case the validation
apparatus may be that the system sends amail tothat e-mail address and asks the user to login to
their email client with the corret username and password combination and click on a hyperlink or
enter a PIN into a usénterface from that email. Once received and processed that rodnd will
prove that the person whbas access tthat e-mail address has taken the action to vateléhat
attribute declaration

For allvalidationsthere is adate of creation But we need to gbeyondthat. When a person validates a
declarationwe can capture date of establishmentButweLINR 6 | 6 f @ Riis(thafidath dsy G 2
valid forever. Theefore each identity service provider must work with their own security, privacy, and

legal advocates to determine the rules for how long they can trust data once it has been established in
the system.These rules may be unique to each attribute tygoed ayreement

Based upon these rules for each attribute type the systgthbe able to determine date of suspect

or a date when we can no longer trust that validation. And yet just because we no longer trust that data
R2Say Qi YSIy iKI teleasdit tasbnyebolly\elseS Fohekaimfld ifta person purchases a
cell phone and registers that new telephone number as an attriblgtgarationon their identity and

then subsequently goes througtvalidation apparatus to have a PIN sent to that cell ghoreating a

date of establishment, the issuing company will know immediately when that data can no longer be
trustedA 1 Qa GKS RIFEGS GKIFG GKS dbpsyspesticad be sétboliie defe the ¢ K S NB
contract ends. But by federal guidelingmsat telephone number cannot immediately be released for
somebody else to usehen the contract expiredt must be set aside for 90 days before it can be
released. So the system that supports attribdieclaratiors must be able to set dates of creation,
establishment, suspect, artthte of releasefor probablyeach attributetype.

Platform Considerations

IDP Platform

Identity Profile -
Validated Unvalidated
alidate

Username is an Email s {—‘Jm Dates _Of:

Email Declarations —_— Lo EedSl | Establishment
Cell # Declarations baclcciu i EcoM | Suspect
M|
M|
M

T&Cs Accepted smgus | SVENdatonApparatus Release

Age Declaration pparatus |
Voice Pass Phrases pparatus |
More to come... Revoked

Figurel
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Figure 1 is a graphical representation of data that a user might enter into a system with mixed states of

validated, unvalidated, and revoked. Each attribtaad agreementype has a validation apparatus, and
each datum entered has a date of establishmenuispect, and release.

For all attributesand agreementshe personmust be given the opportunitior revocationof each
declarationindividually.They may cancel a cell phone, change their last name, or no longer consider
themselves affiliated with a ptcular group.This would include T&@s any other attributedeclaration

¢ even biometrics

¢tKAad R2SayQild YSIy GKFG GKS dzaSNJ g2dzZ R Saodl LIS
would still have to pay their monthly cell phone bill, but tlemuld say that they no longer wish their
cell number to be associated as an attribute of their identity, or they no longer agree with a specific
T&C.

Once the system has been built to support identity profiles with attritdeelaratiors, two more
componets need to be addeda decision pointand aremedy point

IDP Platform i Decision |
' | SOk

Attributes/Agreements [ \

Username is an Email l AApparatus
Email Declarations | Apparatus |
Cell # Declarations | Apparatus |

T&Cs Accepted nenus | Apparatus |
Age Declaration | RPparatus |
Voice Pass Phrases | RPparatus |

More to come...

Figure2

Decision Point
Thedecision poinis a mechanism that can look at the overall landscape of current attribute
declaratiorsagreementsand their various states of validation and answer two kinds of questions.

Decision Point Question Type #1 - PLOA
The first is a true/false reply when presented with a set of conditions. The set of conditions should
support hierarchical questions. For exalethe model supports the following types of questions:

¢ Does the user havanydeclaratiors that have been validated?

e Does the user have amalidatede-mail addres®

e Has the user validated theirimarye-mail address?

e Has the user validated thigpecifc strirmg that is an email address?
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It should also support combinations of conjunctions like does the user havemayl address
validatedand have they accepted specificT&C?

If the response is falge any request standard error that is appropriate for that transport and

technology is generated with the necessary information for the calling app to respond in a standard way.
For example in HTTP, a 403 error is generated by the system and the XML body of thaiilezomtain

a standard code and enoughinimaldescriptionto facilitate all the validations necessduyelicit a

desiredtrue response without divulging private or sensitive information about the user.

When the calling app is created by a third paatyl privacy is a concern, a mechanism can be put in

place to obfuscate the actual reason for the error. For example a uniqueisgeode can be generated

by the system and passed in the body of the error message to the calling app while simultaneously being
communicated to the appropriateemedy point We will coverremedy points in detail later, but suffice

it to say that it is where a Ul can go to resolve some issue with the current state of attribute validation

or list of agreements that have been acceptétie Ukancall theRemedy poinaind present thecode

and be directed to take the user through the correct steps to validate the necessary attribute

declaratiors or make the additional agreement€onverselyhe Decision pointouldbroker that

conversation for the Udrchestraingto the Remedy poinand pasiig back the necessary components

to the Ul directly.

We will cover the subject ahforcement pointsin detail later, but suffice it to say that thegrim the
security perimeter around protected servicd$he main thing to remember here from a security/privacy
point of view is that theenforcement pointhas been granted access to tdecision poinonly via an
established trust relationship between theqwider and the relying party. Also there is a presumption
that a valid and secure authentication mechanism is in place. Lastly that the Ul applazatioe

limited inaccess to aemedy pointvia an established trust relationshifpthe data being shakis ever
considered sensitivand can be correctly managed and audited over time.

Decision Point Question Type #2 - LOA

The secondjuestionis an overall assessment of the current state of dfieibute datafor a specific user
boiled down to a single nuilper that provides assurance based upon the rules set forth by the security
privacy and legal advocates that manage thrticular IDMplatform. In these cases agreements such
as T&Cs or various consents are typically less important to relying parties.

For example if a particular identity service provider has been certified to be a level 3 by some standards
organization and can speak to the general level of assur@rdeOADf an individual, thelecision point

should be able to look at the overall la@dlg LIS 2 F |y Ay Becl@dtidtsdahdid&ermire if G NX 6 dzi
that user should be considered a 1, 2, @8 their own internal approach which was certified to do so
Companies will be free to develop their own secret sauce for how they weight attribute validation, will

still need to get that secret sauce to be certified per some auditing mechanism to support a certain

standard, and yet share that information in a commend simple formatThis way the approach

engenders competition and innovation while exposing consistent interfaces and common data

formations.
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Cross Platform/Partner Protocol
Therefore this white paper proposes thdgcision poins shall be standardized respond with either a

1) true/false or2) alevel insucha way that supports truly federated communications. This suggests the
need forthe adoption ofan agreeeuponcommonprotocol.

Remedy Point

Theremedy pointis a standardervicethat simply rediects to the appropriate validation apparatus to
resolve the current issudfitQ a 0 dzA f rémedi@pcininill beliaBleSto respond to user interfaces in
the appropriate way for that particular technology. For example if called BgxéF-lashclientthe

remedy pointcan respond by serving up a .swf file with the necessary components that will allow the
user to validate a certain combination @éclaratiors. But if theremedy pointis called by a client that is
HTML 5 running in a browser it could pide a browser redirect to an HTML 5 page where the user
could perform the validatiomvith a subsequent cabback returning the user back to their application

In most of our analysis to date the typical validation requires some input from the user. tasheof a

cell phone validation the user will likely need to enter a PIN that is sent todbelaredphone number.

For a T&C the user would have to be able to read the language and agree to it. For a voice print or other
bio-metric they would have to bable to capture the impression and submit it. If constructed correctly

the UX for this can be a dynamically rendered combinaticsubimodules thatcan help the user

resolve any/all necessary validation in one step. However, it is likely that the remeglyequire more

actions than can be accommodated by the present UX. In these cases the appropriate text is presented
so the user knows what to do and control is passed back to the application. The user may act upon the
sameprotectedobject again and sintp get the same results until they remedy the necessary validation.

Because thelecision pointandremedy pointare calledat the moment averification of previous
validationsisneeded ( KS dzaSNIR&a FoAf Ade | y Recltdiohgatianyldie NB P2 1 S
can be supported. For example if a user agrees to T&C #14 in January and then decides to revoke that
declarationin March thedecision poinandremedy pointif called in June can return a false and redirect

the user to once again agree to ti&Caecessary to support a particular functionality.

Data Center Application Deployment

Now that we have covered some basics regarding identity profile and attrimaaratiors and the

necessary infrastructure to support validation and subsequent verificsfionf SG Q& G £ 1 | 6 2 dzi
application that has been deployed to a data center.
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Enforcement PLOA O
Point PLOA 1+

App

Data Center

Web Services

PLOA O Explore App
UI Settings
Save Content
Servers Online Help
PLOA 1+

Change Profile
Send SMS Messages
Post Federated Content

Figure3

All application data centers have certain elengimt common. All data centers have servers where
applications have beeinstalled They all have agnforcement pointhat can be as simple and
inexpensive as firewalls and load balancers or as robust as expensive devices that can handle XML
acceleration ad deep packet inspectioand can be taught rule®What is it that theenforcement point

is trying to protect?APIrunning on the servetd-or the purposes dhis white paper we will use Web
services as an example of such APlIs.

PLOA of O (zero)

These Welservices can be determinexposnga very low level of liability to the company or the user.
For example no one will sue a company because they change their background color from blue to
purple. So Web services that support things like exploring ancgigln, changing your Ul settings,

reading T&Csor accessing online help might be deemed by that cordg@ergal privacy, and security
advocates aposing avery low liability. But some Web services such as changing your profile, or sending
SMS messageghich incur a charge on your phone bill, or postiederated content to a partner

website might be considered to pose a higher level of liability toctmpany or the individual.

In the case where there is a very low levetieferminedliability we migh establish a PLOA of zero or
having no assurance verified higher than plalithauthentication.

PLOA of 1+

But if the Web services that we are protecting pose a higher level of liability or risk exposuorhdy
should be protected with a PLOA of 1higher¢ meaning that an attribute or some combination of
attribute declarationhas beerpreviouslyvalidated by the useand thepresentdate falls between the
date of establishment and the date of suspect
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These rules apply to atomiPI.Each separaté&Veb service that may be exposedn be taught to the
robustenforcement poins as PLOA zero or higher. Each web service can easily have unique conditions
that must be in place before the company would feel ¢ortable serving up the contento or respond

to the request ofin authenticated user. In this regard PLOA would be provyaingonalassurance at

the point that the web service Iseingcalled and would speak to the assurance level that company has
on that authentication.

4EA &1 00 160
Even though tk technology being implemented may resemble authorizatibis truly speaking to the

FdadzNF yOS 2F (GKS dziKSYdGdAOFIdA2y YR GKSNBF2NBE aKz

Authentication, Authorization, and Audi@AA)shall be joined by their new sibling Assurarfse.we
shouldnavO2 Yy AARSNJ GKIF G GKSNB FINB F2dzNJ ! Qa Ay (GKS | NBI

Low Liability Call Flow

Enforcement PLOA O
Point PLOA 1+

App

Data Center

Web Services

&)

PLOA D Explore App
UI Settings
Save Content
Servers Online Help
PLOA 1+

Change Profile
Send SMS Messages
Post Federated Content

Figure4

If the user desires to access Web services that have a verjalolity or a PLOA df (zero) then their
user interface would call those Web services direatigit would be interceptedy the enforcement
point. Theenforcement pointwould examine the web service in light of the rule that it ieasght,
determinethat only authentication is requiredvould allow that transaction to continue unmolested
and the user would receive back the desired content.

What would happen if the user desired to access Web services that were thought to have a very high
liability ora PLOA df (one) or higher?
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High Liability Call Flow

Data Center

Servers

Decision

Point
Identity Profile
Attributes/Agreements [

Username is an Email
Email Declarations
Cell # Declarations

T&Cs Accepted
Age Declaration
Voice Pass Phrases
More to come...

Figure5

The Ul cafithat specific Web servicendthat callisintercepted by theenforcement point The rule
protecting that web service causthe enforcement pointto call thedecision pointand presensto it all

the datathat it hasin that moment. Thelecision pointhen repleswith either a trug or a false thaisa

403 error with the necessary code and language for the Ul to understand how to remedy the situation
while obfuscating the actual details as mentioned previausly

If a false is returned to thenforcement pointthe enforcement pointwould thenproxy that information
back to the requesting Ul. The Ul cotlién call theremedy pointand present to it the error code and
information and theremedy pointwould redirect the Ul to the correct validation apparatus so that the
user could validate the necessary information to support that particular call.

The use® experience in this partitar exercise would be something like this:

The user clicks on a button to request sensitive information, the user is presented with a new T&C, the
user accepts the T&C and is presented with the desired conltette future when that user clicks on

the same button they are simply presented with the desired contand no request to agree to a T&C

But if conditions change for the company and additional validation is required basecheporompany
policyand/or legal directiorthe user might seenore validation stegsfor one time upon request. In this
way the company has the flexibility to alter the conditions necessary to protect itself without the need
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