YOUR DATA
LOCKER

Fullname
Tom Andrew Holder

Emai address.

tom@tapmydata.com

Mobie number
07590888888

Postal address
J Bloggins, 7 Bath Road,

Bristol, BS4 3AP, United (=)
Kingdom

REQUEST
YOUR DATA

. Recommended for you (44)

Entertainment (27)

Financial Services (39)

We Don’t Want Your Datal

Leisure (11)
Online Services (32)

Other (43)

Retail (15)
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Privacy 1.0 —The
Cookie Monster




Discovery, Transparency & Learning

. .
C 00 k|e ped 1a All About Cookies = EU Cookie Directive = The Cookiepedia Project ~ Contact Us | ‘¥ Privacy Settings

COOKIES 5,502,413 Search for a wy ain Search

A’ % 20%
76% 0

Session Cookies Third Party Cookies

Performance Cookies 5%

1 7 \ Functionality Cookies 3%

P, cookies per site 47 t

24% J 80%

Find out about your favourite sites:

All About Cookies

Cookies are a fundamental part of the modern web, they bring many benefits, but have a significant impact on




Consumer Attitudes to Privacy

* 75% of UK consumers are concerned about online privacy

* 78% believe that businesses get the best deal from data exchange

* 65% feel they have a lack of control to prevent companies collecting information about
them

* 34% claim they are more likely to exchange their personal information in return for
personalised products and services

Consumers have become aware, and more wary of what happens to their data...

Source: DMA/Acxiom, 2018
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3 Tim Cook & Y

@tim cook

We must keep fighting for the kind of world we want to live in.
On this #DataPrivacyDay let us all insist on action and reform for
vital privacy protections. The dangers are real and the
consequences are too important.

O 7,125 9:40 PM - Jan 28, 2019 0



®™ SamLevin &
<
&YW @SamTLlLevin

| just tested the FaceTime bug with @juliacarriew. It’s real. You
can call someone on FaceTime and listen to their phone’s mic if
they don’t pick up. In some cases, you can even observe them
through the camera without their knowledge. You can go to
settings and turn off FaceTime.

QO 268 1:36 AM - Jan 29, 2019

vital privacy protections. The dangers are real and the
consequences are too important.

C)7.125 9:40 PM - Jan 28. 2019



YEAHZ.I'M GONNA'NEED MORE

Breaking Techy
Habits

C THATWOULD BEGREAT,

me.org



SUBJECT ACCESS
REQUEST @

Email address
tom@tapmydata.com

+44 (0)7590 888888

statement-summary.pdf

¢
I
/7 datarequest
©8 SEGURE
TAP AREA r

End-to-end

e

USER SeVPEON ORGANISATION
o Organisation ./

Public log of this
sent to Stellar

Blockchain — a Virtuous Circle




End-to-End Security — Lifecycle Protection

Visible to Alice Anyone could see Visible to Bob
Bob’s Bob’s

public key “(8)(*&"%SD private key

Here is my @LE$% N &*() (& Here is my
little secret p NYSLILS YN &> p little secret

ENCRYPTION 5 ﬁ

ENGRYPT DEGRYPT




Nationwide Passphrase

Please share this "Passphrase" with trusted team members
whom require access to the portal.

paddle spike match essay offer slice world soccer mimic
reopen insect north Copy

[ | confirm that | have copied the Team Passphrase }

If the Passphrase is lost the data for Nationwide will be unrecoverable.

Consistency -
Key
Management
Is Hard!




Applying PbD Principles as Technologists

Be proactive

Use the right defaults

Part of design process

Avoid tradeoffs, find ways of doing PbD

and making it work

Data life cycle is part of design

6. Transparent, don’t lie about what you are
doing

7. Good UX design

B whnn e

i

Allow at least 50% more Time —it’s a Marathon!



A New Channel for i{?ggﬂ;guncil e
Data Rights Dialogue Sky Jdocker

o MSE

MoneySavingExpert.com

e Live app launch Jan ‘19 zooplc

° 2,400 requests sent from users to companies
e 650 engaged users
e Average 4 requests per user

COSTA

coinbase

e Average 7 requests per user that ‘connect’ their
Google account

e 1,400 companies in database seeded by users

e 90 companies engaged and created accounts




Sample SAR Response — More Data Please!

Thank you for your recent enguiry.
In order for us to progress with your request, please tell us:

« Which brands, if not all, your request relates to (i.e.MoneySuperMarket, MoneySavingExpert, TravelSuperMarke!)
« Which products, if not all, your request relates to (for example, motor insurance, energy, elc.)
« Is there anything specific you would like us to include? For example, a specific quotation

We also need the following necessary personal details so that we can locate your information:

Full name

Date of Birth

Postal Address (including postcode)

Preferred contact number

Email Address

Any other email addresses you have used when visiting a MoneySuperMarket Group brand (please note: we can only give you information associated with the email addresses you give us)

Please note: If your request relates to TravelSuperiMarket only, you are nol reguired to provide any other information than your email address.

Finally, in order for us to confirm your identity we require you to provide a form of ID. You can refer to the attached guidance document for valid forms of identification. Please attach these when replying
this email.

Under the General Data Protection Regulation (GDPR), we legally have one calendar month to process your request. We will start processing your request when we receive all of the required information.
Whilst we endeavour to process your request in advance of this deadline, we cannot guarantee this will be the case, as any missing information will cause a delay.

For guidance on timescales set by the Information Commissioners Office, please see the following link: hitps:/fico.org.uk/your-data-matters/time-limits-for-responding-to-data-protection-rights-requests/

Kind Regards,



Request Data Access acdbabbd
Unverified @ indicates that we have not taken steps to verify the data in this request
Hi Acme Inc, here's a photo of my You should take your own steps to satisfy that the data is legitimate
driving license.
P : _ Name John Doe
DRIVING LiCE “:ﬁ Email address john@doe.com L
Sl Mobile number +447123456789 Un
; Y
» it
Ny " pEs Reguest submitted: 19th Mar 201
s .
LAMAR N 4 Your response 2fde74f5
‘ Message Hi John, we need to verify your ID. Could you send us a photo of
your driving license, passport or any other valid ID?
File /12.61KB
D70C9461- 5
D40C-46C5-9B5B-80B1CEB31410.j
P9
You received 7903b648
cl tand collect d
Message Hi Acme Inc, here’s a photo of my driving license.
Attachment ¢ D70C9461-D40C-46C5-9B5B- '+ Y
("sena 80B1CEB31410.jpg
& a = ®
Lackar t
a '

Selt-Sovereign ID — the missing piece?




