Trust

Trustworthiness

Trusted
Trust Who’? What’? When’? Why’7 How’?
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Certification / Assessment is a spectrum t

OpenlD SR &
GAFAT & N (4
4 = METERSH| e .
Websites | Apps EW s
Data- GOV.UK VERIFY for Work &
I I I I I I Pensions
Self Basic Self Certified Independent Independently Independently
Asserted Check Verification Assessed System  Assessed Services

Physical ‘
Automated ' ‘

tScheme Ltd all rights reserved Delivering the means to independently establish trust since 2000
http://tscheme.org/



Independent assessment of Services t

Trust Framework | Scheme

tScheme Profiles and Process

|ldentity Service

Service elements

Rules of the road PKI Network | Service

Controls Service elements
Rules of the road
Controls
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Modular Profiles for configurability t

|dentity Profiles

(d Identity Provider

(1 Identity Registration

(1 Credential Management

1 Credential Verification | Authentication
(d Attribute Registration

(d Physical Token Issuance

Profiles provide the scaffolding or chassis for the rules of
the road and controls to be plugged into
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The Approval journey t

Select required tScheme Select Independent Agree Outline

Profiles for Trust UKAS approved Specification of Service
Framework | Scheme Assessor S3A

Apply for Registered
Applicant Status
Timescales | S3A

T Clarifications

Final Audit Report

) A tScheme tScheme
and Quality C —> Board —> Approved

A > Registered Work with Assessor
Application Status towards final audit

Assurance
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Approval Journey - Headlines t

Can be completed within 3 months, can take longer
Incremental costs along the way

tScheme fees

Assessor fees

Assessors are UKAS approved - must be a legal entity
minimum of two individuals required
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Building and Maintaining tScheme Profiles t

Market Independent Assessor Regulation &

Requirements Feedback Legislation
New Services Improvements | New Profiles GDPR | PSD 2 | AML 4

Approved Services
New Features| Changes

Profiles and Process Committee
Independent | Expert | Proactive | Stable

Gather > Develop > Test > Update > Approve > Publish > Adopt > Manage

Threat Vectors Societal Trends Market Trends Technology Trends
Current and Emerging Trust | Security | Privacy Attribute Exchange Automation | Al
Legislation | Legislation Inclusion | Portability Open API’s Blockchain | Distributed

Automation | Al Person Centred Design Transparency | Portability Ledgers |Biometrics
TSP’s | ASP’s Elliptic curve cryptography
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tScheme approval easier to get if you have.. t

ISO 27001 certification is an auditable Information Security Management
System and mechanism of selecting a control, defining how you inspect it and how
you correct it where the control is not being followed or is not working as

expected.

ISO 9000 certification is a means of demonstrating why an organisations
service is of a given quality which in of itself can feed into the evidence for an
assessment / audit against the tScheme profiles.

tScheme profiles are written as a set of controls and a chassis to enable
assessment of a service against these controls to ensure they deliver the
expected levels of service and trust.
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Summary - tScheme ...... t

Is used where high levels of trust are required

Is trusted, independent and available now

profiles can be applied to any Trust Framework or Scheme
can develop new profiles for new requirements

approval is open to any organisation | service

assessors are independent and we are seeking more...

has been delivering means to establish trust since 2000
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tScheme is growing and changing.....

§ Gives'you Confidence by independently Assuring that theTrust Services Aboutus  Schemes & Profiles  Directory ~ FAQ's  Contact Us

you are using meet rigorous\QualityStandards

About tScheme and its Organisation

tScheme is the independent, industry-led, self-regulatory scheme set up to create strict assessment penefits
criteria, against which it will approve Trust Services. Organisation
tScheme approval will therefore be an essential element in providing a level of assurance to individuals

and companies using or relying upon e-business transactions. tScheme is taking a strong lead

Europe through this commitment to industry-led self-regulation, rather than government-led pean legisiation on
legislation. As a key element of this self-regulatory focus, tScheme's objective is to continue to be the

preferred option for fulfilling Part I of the UK's Electronic Communications Act 2000. UK otifeations under art
11 of the electronic sign:
Membership of tScheme is actively encouraged across all interested sectors of industry, and a broad e o onie siana
range of organisations are already represented and contributing to its development. Contributions from

representatives of the end user community who need to rely on Trust services are also particularly sibllity

welcome, to ensure that tScheme continues to address real market needs and user priorities. i,

Trust is everyting

page

tScheme has now announced its first wave of service Approvals. For details of tScheme's
Approvals, please see the Directory pages. These were granted following assessment against the

tScheme Approval Profiles (currently at Issue 3). tScheme has also developed a full range of Model
Agreements are which in place and ready for signature with TSPs seeking or being awarded tScheme
approval for specific electronic trust service(s). Strict procedures are also in place to ensure that
tScheme manages its approvals process in an objective, transparent, proportionate and non-
discriminatory manner.

tScheme also considers formal requests for the grant of tScheme Registered Applicant status from
TSPs embarking on the process. For details of current Registered Applicants, please click here. This
does not imply any form of tScheme approval, but formally recognises the serious commitment of time
and resources the TSP has undertaken to dedicate to completing the process by an agreed date.

Become a member Help with producing a Scheme Help with writing a Profile

Take an active role in supporting the growth Lorem ipsum dolor sit amet, consectetur Lorem ipsum dolor sit amet, consectetur
of trusted services in the UK. Become a adipiscing elit, sed do eiusmod tempor adipiscing elit, sed do eiusmod tempor
member and. incididunt ut. incididunt ut.

Approval Profiles

Ongoing Assurance, Redress and Sanctions.

Organisation - Board; Secretariat; Approv:
iational and International relationship

Growth: Demand for Trust in Digital Economy
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