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Executive summary

Identity theft is estimated to cost the UK over £5.4 billion a year. It occurs when

FNF dzZRAGSNE | O0S&aa Sy2dzaAK AYyF2NXIGAZ2Y | 02 dzi
date of birth, current or previous addresses) to be able to impersonate them, or

when they stealcredeinA I £ &> adzOK Fa LI &aag2NRasx FyR (1
with a service provider, such as a retailer or bank.

Identity fraud2 OO dzNBE 6 KSY |y AYRAGARdzZ £t Qa ai2tSy A
(see identity theft above) are used to obtain goodservices by deception. This can

have a direct impact on an individual's credit rating and access to personal finances,

as well as having an emotional and psychological effect on them.

CN} dzZRAGSNER 3ISYySNItte Gl NBS(O etethdigueskor yIAy 3 T
steal personal data or pass over security details. When a new and stronger security
mechanism is deployedraud is normally displaced to the next most vulnerable and

lucrative target. Organisations typically respond after they have betclatd by

raising their customer security protocolBhere is some collaboration between

organisations to fight the common maoe of fraud but the most prevalentsponse

is for each organisation to introduce new and varied methods of security as they are

neeced. The complexity of navigating these new and differing security protocols is

usually born by the user.

GOV.UK Verify was developed to address this spiralling complexity. It allows people

to establish a trustworthy digital identity with an Identity Provider and then use it

with multiple third party service providers. The Identity Provider must meet high

government standards for identity verificati at registration of the useand must

2LISNF 0SS I aSOdzNB YSIya 2F | dziKSYGAOFdAy3a 0
transactions.

GOV.UK/erifyK I & 0SSy o0dzZAfd | NBdzyR RSTAYSR Wi S@gSt
standards for each of the levels from 0 (no assurance) to 4 (very high). So far it has

been deployed at level of assurance 2 (LOA2) which aims to align with legal

terminology, identifying aJSNBR 2y W2y GKS oLt yOS 2F LINROI ¢
assurance will be deployed as demand arises and work is being currently undertaken

around level of assurance 1 for services which need less proof of identity from users.

Identity systems have thpotential for fraud. As adoption d8OV.UR/erify grows,

fraudsters can be expected to attempt and possibly succeed at the impersonation of

Y AYRAGARdAzZEE Ay 2NRSNJ G2 ONBIFGS F RAIAGH
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identity account. Identy Providers have in place systems to detect and rectify
identity theft should it occur. But whefraud is identified the damage with Relying
Parties where the identity has been used fraudulently needs to be repaired.

This report summarises the resutisan Open ldentity Exchange (OIX) discovery
project conducted on the subject of Identity Repair. It explored how users expect an
identity repair service to work in a manner that respects their privacy and maintains
their confidence in the Verify schemeh@8project tested out an online identity

repair function, which canvassed users' channel preferences for contact during the
interaction online, telephone or facéo-face, in order to understand which are most
appropriate. It also considered how identitgpair services should be branded and
initiated.

Further work will be conducted following this initial project. When a person suffers
identity theft today it is usually their responsibility to detect the scale of the damage
and attempt to repair it themsges. In federated identitgchemessuch as Verify,

once identity fraud has been detected, it can be prohibited from recurring through
the compromised digital identity. Development of the concept of identity repair will
enable organisations to collaborate rectify their relationships with users when
instances of identity fraud occur.
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Introduction and Project Background

IdentityG KSFiG 200dzNB o KSYy FNIdzRaidSNBR | 0O0Saa Syz2
identity (such as their name, date of birth, current or previous addresses) to commit
ARSYy(GAdGe FTNIdzZR® LRSYdGAGe FNIdzR Ay @2f @Sa (K.
obtain gapds or services by deception. This can have a direct impact on an

individual's credit rating and access to personal finances, as well as having an

emotional and psychological effect on them.

Identity theft in the UK reached record levels in 2016, witk@orted 172,919 cases

the highe$ number since records begdr8 yearsago. Identity theft represented

podoe: 2F ff FNIdzZR NBO2NRSR o6& /AFlL&a 00GKS
occurred online. The age group that experienced the highest iser€e34%) was

under-21 year olds! The cost of identity fraud to the UK is estimated to cost over

£5.4 billion a year It takes an individual between 3 and 48 hours of work to try to

repair their identities with the worst cases taking over 200 hdurs.

GOV.UWK/erify is working with Relying Parties and ldentitguiders to consider how

to repair an identity should it be compromised by a fraudster in some kay

SEI YLX S5 |+ dzaSNIDa RAIAGL tised éteyldstot & | OO2 dzy i
aG2tSys 2NJ I LISNR2YyQa ARSydGAGe RSOFAft&a O2dz
with an Identity Provider. This project aimed to discover if in such instances, a user

pK2aS ARSyGAdGe KIFIa 0SSy O2yYeiNBMAdaEtR ¢ 2 dzZf R
via an online resolution process.

This process would also involve Relying Parties who need the ability to repair the

damage caused by these fraudulent transactions within their services, as well as

giving the Identity Providerstheehy OS (2 AR Ay GKAA&A LINROS&a

Cases of identity fraud

During the project scoping phase, four scenarios were identified whereby identity
fraud could occur:

1. Case of stolen credentials
o FNI dzR&AGSNJ dzaSa | 3ISydzAyS dzaSNDRa ONBRSyl.
service, to conduct fraudulent transactions and enable further attacks

1 http://www.bbc.co.uk/news/uk39268542

2http://WWW.experian.co.uk/blogs/latesﬂthinking/fraud—costsuk—economyl%—biIIion-year-
equating6000-lost-per-secondevery-day/

3 http://www.aboutidentitytheft.co.uk/identity-theft-factsfigures.html
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2. Case of account takeover
5 TNl dzRaAGSNI (F1S5a O2yiNRt 2F | 3IASydaAyS dza
credentals and identity information with fraudulent information, then uses
that account to conduct fraudulent transactions and enable further attacks

3. Case of session takeover
6 fraudster takes control of authenticated sessions between a user and a
service toenable fraudulent transactions and further attacks without the
knowledge of either the genuine user or the service provider

4. An account set up in the name of a genuine person by a 3rd party
o fraudster uses either genuine or fraudulent identity inforneettito set up an
account in the name of a real person and then uses that account to conduct
fraudulent transactions and enable further attacks

Rather than test out each of these individual cases with users during the discovery
research phase, it was agre#tht two high level use cases would be tested in order
to gain a deeper understanding of how users felt and reacted to their credentials
being compromised.

High level use cases involved two Driver and Vehicle Licensing Agency (DVLA)
journeys, one wherelte user was notified within the system that changes had been
made to their driver licence record, and the other, where they received an email
from DVLA alerting them to changes they never made.

Methodology

The project focused on the following hypoth&si

O4EA OOAO xEIl AA AAT A O OAPAEO EEO ¥ EAO
history with Relying Parties where it has been used fraudulently by another
PAOOUS8S

A number of objectives were set out to be explored within the project. The project lawoked
explore the concept of an identity repair centre and also to investigate whigtalevel
architecture for identity repair could look like. Common terminology daskcriptions
associated with identity repair needed to be examined. Ultimately, the project needed to
test with users, their expectations of what should happen when their digital identity had
been compromised.

The project involved a collaboration betweée Government Digital Service, NCSC
(National Cyber Security Centre, a part of GCHQ), Department for Work and Pensions, GB
Group, Experian, Barclays, and Post Office. ID Research conducted the user research and
designed the wireframes for testing.
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A total of 11 oneto-one usability sessions were run with a selection of users who had either
taken place in previous GOV.UK Verify research, or had used GOV.UK Verify live as part of
their enrolment in Universal Credit. Given the limited scope of the Urav€hedit trial to

date (approximately 200k users), and the low recognition of GOV.UK Verify, only two users
who could recall using GOV.UK Verify in this context were able to be recruited. The
remainder were all users who had used GOV.UK Verify in pastrogssessions.

The sample was representative in terms of digital literacy and social grade, but was biased in
terms of age, with the age range of the group being from 25 to 45 years old.

Research focus

As part of the planning process a number of workshaere run with Identity
Providers and Relying Parties to identify and prioritise research questions and
hypotheses and define the focus for this research. These fell into two core groups:

Primary research questions

These questions addressed the fundarta issues that needed to be uncovered
before the project can move beyond the discovery phase:

=

[ Ly FaSWNIRSIOF RAIAGEE ARSYGAGE NBLI AN &aSNIEZ
NBLI AN 0KS AYRAGARdzZ f Qad GNHza G Ay GKS FS
2. Is repair most effective at resting trust across the federation when taking

place with GOV.UK Verify or with an Identity Provider?
3. Can users be guided appropriately into identity repair functions in a purely

digital interaction?
4. What channels would be expected for communicating wikns during

identity repair?
5.2 KIFG FNB dzaSNBQ SELISOGFHGA2ya 2F ARSyGAG

Secondary research questions

These lower priority questions addressed user issues that were explored within this
project:

Which elements of digital identity repair build trust?

Which elements of digital identity repair damage trust?

Whom do users hold accountable for the problems they encounter?

What are the drivers of channel preferences during identity repair?

Whom does the user want to complete the identity repair?

How dousers respond to more demanding identity verification in the context
of identity repair?

ook wh PR
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7. Will users be happy to grant access to their data to support identity repair?
Given appropriate prompts, will users act to resolve a compromised account?
9. Will users beeceptive to learning about preventing identity theft in the

context of identity repair?

o

Research Findings

Findings have been clustered into the following thematic groups and are discussed
below: the restoration of trust; where identity repairé$fective; expectations &
OKIFIyyStf LINBTFSNBYOST dzaSNERQ OFftt (2 FOUGA2YT

The restoration of trust

Can digital identity repair meet users’ needs?

Almost all of those users we spoke to felt that their compromised identty lheen
successfully resolved by the identity repair interaction, and were happy to use
GOV.UK Verify to complete further interactions.

One user was not happy to do so, but this objection resulted from discomfort with
private sector involvement in goverrent interactions, and was not as a result of
concerns around compromised identities or identity repair.

0) 0O x1T O A AA |1 OAE AAOGEAO OI OOA OEA
%WOAOUOEEI ¢ OEAOGO EADPPAT AA T AEAO i
Claire, discussing using GOK \Jerify after identity repair

Can digital ID repair meet users’ emotional needs?

It is less clear whether the digital identity repair interaction could meet all of the
dzaSNBQ SY20GA2ylf ySSRao

Throughout the research, many of the users discussed the farezinotional
reassurance, in two main areas:

O«

Reassurance that their current course of action was the best way to resolve
the problem.
Reassurance that the issue was being appropriately dealt with.

O«

Having been through the identity repair interaction, some felt that they would still
want to speak to someone to address these unmet emotional needs.
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0) O AAPATAO 11 OEA EETA 1T &£ AAU )81 E
may not be that relaxed about it [completing identity repair
online]. If | spoke to someone and they told me | need to do it
IT1TETAD AEA RKRO&EAEAOO xAuh OEAT )&
Davidson

What builds trust?

The most obvious positive impact on trust was encountering the additional identity
checks (document and face scanning) to increase the security of an existing account.

Recent activity

The following transactions have been recorded against your identity account:
Update your driving license details

Address change 21st November 2016

Name change 22nd November 2016

Date of birth change 22nd November 2016

Address change 22nd November 2016

Did you make all of these transactions?
- Yes - No

Increased vibility and understanding of the status o
the issue increased trust.

O'TET ¢ OEOI OCE EO OEi xO I A OEAO EOB
i1 - 'I'

ET £ Of AOEI
Claire

h

Seeing the state of the system and identifying the cause of the probksshad a
positive impact on trust. For example, when users were shown a list of recent
transactions recorded against their identity account.

Users also reported increased feelings of trust and security when they felt a sense of
control over the interaabn, such as being offered the ability to report problems
online or by phone, or being able to select preferred contact channels.
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What damages trust?

The most significant negative impact on trust was when users were asked to create a
new identity accountAlthough it had been stated that this account would provide a
higher level of security, users felt it would in fact expose them to more risk.

O4EEO EO CIETC TixEAOA8 4EEO EO A |/
OEAIT 8 9reddypgonk thrddgh this, and it & @bviously
CAT AOAOGAA OiT i A EETA 1T &£ A£AOAOAR AT A O

E
)y 61 AARAET ¢ AOEAA O AOAAOA 1 01 OEDPI A
AEZAZEAOAT O AT I PATEAOh ) OEI OCEO EO x
going to take much longer. This is what makes me reluctant to use
OEA xEITA TTI1ETA OEEITCS860
Jacob

It was also clear at this point that users were confused and had lost much of the
positive sense of understanding and control provided earlier. This led them to
consider the process more carefully and to focus on negative perceptions.

This effect has baeobserved in previous research. Those users who progress
without experiencing usability or comprehension issues were more likely to maintain
a sense of flowg being fully immersed and involved in their tasknd less likely to
guestion aspects of the poess that were more challenging for others.
O/E A O "I A6O OAEA8)b6i OEOAA8) 81 Al
EO AT T OEAO AAUB/E 1T U xT OAB4EEO x1C
EAAT 60 ATTA EO EI OEA Z£ZEOO0OO bi AAAh E
and opening myself to these possibilities?
Is it really worth it?
)y 060 COAAO xEAT EO x1 OEOh AOO xE/
Molly

Familiarity, convenience and trust

When considering reuse of a GOV.UK Verify credential after the identity repair
interaction, most discussed familigyinind convenience as the drivers of their choice.
Users were both more familiar and more trusting of GOV.UK Verify after identity
repair, but it was familiarity that proved to have the greatest impact on willingness
to reuse their identity account.
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Where is identity repair most effective?

Identity repair with GOV.UK Verify vs. identity repair with

Identity Providers

During research two different user journeys were tested. These journeys differed in
terms of where the identity repair took place and whethbetuser had to create a
new identity account with a higher level of assurance (LOA) or increase the LOA of
their existing account.

Version 1: Identity repair with Version 2: ldentity repair with
GOV.UK Verify current identity provider

Motified of the problem in relying

MNaotified of the problem by email !
party interaction

Sign in to GOV.UK Identity repair Sign in to GOV.UK Identity repair
with current identity provider with current identity provider

Identify problematic transactions Identify problematic transactions
{with GOV.UK Verify) {with identity provider)

Select new IDP and create new

account with higher LOA Uplift LOA of existing account

Return to GOV.UK Verify to Resolve problematic transactions
resolve problematic transactions with the identity provider

It was clear from thdindings that version 2 presented fewer challenges and led to
better outcomes. In the most part, this was due to confusion over why users were
being asked to create new identity accounts in version 1.

Most users attributed blame for unauthorised transiacis to the Relying Party, not

to GOV.UK Verify, and therefore did not understand the need to create a new
identity account. As a result, most simply chose the same Identity Provider as before,
often citing the same reasons as for their original choice.

QO OEiI OCEO ) EAA Al AAAT O1 O Al OAAAUN
creating an account with Barclays. | thought | was just checking
my details, not actually creating a new account. | would just
ATl 1 OET OA xEOE OEA OAI A Al i PAI
Lee
These differences in pegptions and outcomes can be summarised as follows:

0 Version 1: Users felt they were creating another, similarly vulnerable identity
account and did not understand why.
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0 Version 2: Users understood that they were increasing the security of their
existingaccount in response to the problems encountered.

The challenges of repairing a compromised account

Although version 2 presented fewer issues for users and generally led to better
outcomes, some users raised concerns about how a potentially compromised
acount could be secured. The prototype did not fully address the issue of creating
new access credentials (username, password @fth2tor authentication).

This part of the interaction has the potential to add significant complexity and
confusion andgshould be explored as a priority in future iterations.

Branding and responsibility for repair
WBARCLAYS ez

Recent activity

The following transactions have been recorded
against your identity account:

& BARCLAYS

Universal Credit
Bank account change 19th November 2016

Report a problem 22nd November 2016

Did you make all of these transactions?

Yes No

Continue

Branding elements used for identity provider prototype
did not always lead users to understand where they we

Though it was clear that users experientedter outcomes with version 2, many
still believed that GOV.UK Verify had carried out the identity repair.

Prototypes of identity provider interactions used minimal branding and shared
common form elements with GOV.UK, which may have added to thisp@ne

This also suggests that users expected this part of the interaction to be managed by
GOV.UK and that the minimal branding was not sufficient to overturn that
expectation. If that is the casthen later iterations should feature clearer identity
provider branding and subsequent research should pay attention to the potential for
issues arising from this.
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Responsibility for account compromise

Universal Credit

Home To-do list Journal

Reporting and resolving a problem
online

The transaction you have reported was authorised by your GOV.UK
Verify identity account.

If there is a problem with this transaction, this must be resolved
through GOV.UK Verify

Prototypes attributed the cause of problems to GOV.UK Ve
however most users did not see it that way.

Although the prototype attributed the cause of the problematic transactions to
GOV.UK Verify, by the end of the transaction most users did not.

During the earlier stages of the interaction many users were hopeful that the issues
identified with their acount resulted from an innocent error and appeared unwilling
to assume that this was the result of malicious action.

When pushed to attribute responsibility for the initial problem and for its resolution,
most felt that the problem had been caused by tRelying Party and fixed by
GOV.UK Verify. Most also thought the Identity Provider was only responsible for
verifying their identity, and did not see their involvement in authorising these
problematic transactions.

A common factor for all of thprototypes was that after initially identifying a

problem users are taken away from the Relying Party to repair the identity with

either GOV.UK Verify or with the Identity Provider. This prevented any opportunity
forreSaGFof AAaKAY 3 dzngMaEyandisdgYestsithahtye REWNG w S f
Party should have a greater presence in the repair process if this relationship is to be
repaired.
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Expectations & channel preference

What do users expect to happen?

Email from: security@dvla.gov.uk
Subject: Suspicious account activity

As part of our on-going commitment to protecting the data we

hold, the DVLA and GOV.UK Verify monitor for suspicious

activity.

We recently detected several changes to your account that we

believe may be the result of identity theft.

It is now essential that you review your recent transactions,

to confirm that they were carried out by you.

Please do this as soon as possible by going to GOV.UK and
searching for “Resaolving problems with your GOV.UK Verify

identity account”

Email notification of suspicioa@Ecount activity was effective

at alerting users to the issue.

Regardless of how users were notified of a problematic transaction, most seemed
reluctant to jump to the conclusion that this was the result of malicious action.
Rather users preferred ledlsreatening explanations such as a mistake during data

entry.

Having been alerted to a problem everyone expected it to be resolved by the Relying
Party where they had initially experienced it. Although all users had previous
experience of GOV.UK Verifyne had sufficiently refined understanding of how
GOV.UK Verify worked to even consider that other parts of the GOV.UK Verify
federation might be able to respond to the problem.

Initial channel preferences

Those alerted to the problem by email were mokely to report they would contact

the Relying Party by telephone.

O) xI O01 AT 80O Ci

ITTETAh AO EOBO0 110 ¢

to speak to a human being. There should be a contact number on
the DVLA website, so | could tell them about the emailand tell

OEAI OEAO )

xAO O1T AT 1T &£ OOAAT A AT E

Molly

Although those reading the email were clearer about what had happened, they were

less likely to follow instructions given.

It was clear that the instructions in the email were not guidiegple to the right
place. For example, when asked how they would respond to this problem online
users suggested a wide variety of approaches and only a few reported they would
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actually follow the instructions in the email.

Universal Credit

0 Bank details changed

Following your instruction, all payments will now be made to account *****343.

Report a problem

Report achange Report a fit note
of circumstances

Add anote View to-do list
to your journal

Report childcare costs

Users were notified in thiaterface that an unauthorised change
had been made. This was missed by some, but more effectiv
routing those who did see it to the right place.

Those users alerted as part of the interaction were more likely to follow the link
provided, taking thento the right place to resolve the problem online. However,
these users were less likely to understand the severity of the issue.

Some had to be prompted to read the notification shown in the interface and a few
feltthatthe link® Re por t sounged likeditiwasrfor reporting problems with
the website and was not for problems of this severity.

Expected response time drives channel choice

The current Universal Credit claimants spoken to were wary of reporting the
problem online. These users felt thitie response times they usually experienced
through the Universal Credit interface were too slow for such an important issue.
When presented with an option to resolve the issue by phone or online, these users
chose the phone for this reason.

Emotional drivers of channel preference

Most users reported they would rather report and resolve this issue by phone. The
most common reason for this was to seek reassurance that:

a. they were dealing with the problem in the most effective way;
b. the problem was beindealt with effectively.

These concerns should be addressed more effectively early on if this preference is to
be altered and users are encouraged to complete this interaction online.

Pagelb



Calling users to action

Usability of email notifications
The finding®f this research demonstrate significant issues with email notifications.
Users who saw the notification were unlikely to follow the instructions in the email,
with many reporting they would phone the Relying Party. Some also said that they
would expect he email to contain a link.

This suggests that email notifications have limited effectiveness, whilst also
presenting a significant opportunity for phishing.

Challenges of in-page notifications

It was clear that the #page notification used in the protgpe (shown above) was
not up to the task.

Some users spent a considerable amount of time exploring the page without noticing
it and some did not see it at all until prompted. It is clear that such an important
message must command more attention.

Some gers were concerned as they felt that they had only noticed the issue by
chance and that if they had not visited the website the problem would have gone
unreported, suggesting users see the Relying Party as being responsible for
monitoring the account andotification of changes.

Behaviour during identity repair

Granting access to data to support identity repair
i GOV.UK

Home - GOV.UK Verify

Accessing your information

GOV.UK Verify protects your privacy by preventing government departments
and identity providers building a picture of your activity online.

To resolve possible problems with your account, we need to access
information held by departments and identity providers. This will only be
done for the purposes of resolving problems with this account.

Grant GOV.UK Verify access to information held by departments
and identity providers.

Though willing to grant permission for data sharing, the
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supporting copy confused some users.

Few users had any objection to grantipgrmissions to extend data sharing to
facilitate the identity repair. There was no discernible difference in willingness
between granting permission to GOV.UK Verify and granting permission to an
Identity Provider.

Although happy to grant permission, sorsteuggled to understand the why this
AYTF2NXIEGA2Y 6l ayQid I+t NBIFIRe O00OSaarofSed {2Y
this page (shown above) as meaning that government departments and ldentity

Providers could not be trusted with personal informatieamd therefore might be

responsible for the problems experienced.

0001 OAAO UT OO POEOAAU AU DPOAOGAT O
AT A EAAT OEOU DPOT OEAAOOe 4EADGO
DOl OAAOEIT- QA UAR fntrod@dint has been compromised
by] someone in Government or an identity provider, or an
)y 1 OAOT AO OAAiI T AO8 ) EIACET A EOB8O Of i
I £/ AAAAOOS8OG

ET C
A A

Lee

WBARCLAYS

Verifying your identity

Please complete the following steps: W BARCLAYS

1. Install the app on your phone or tablet
d Barclays
2. Authorize the app

If you
3. Scan your identity documents 01234 567890,

4, Scan your face

Most users understood the need for higher levels of
verification.

Higher levels of verification during identity repair

Aspart of the identity repair interaction users were told they would need to verify
their identity to a higher level than before. This interaction was simulated with a
simplified process to install an app, scan an identity document and then scan their
face.

Those users doing this to increase the security of their existing account generally had
fewer issues with the process.

Pagel?



Those users doing this as part of creating a new identity account tended to have
more objections. These highlighted issues are often heard withlzgged document
scanning, for example:

O«

Users were unwilling to install the app.

Users were unwilling to keep infrequentlised apps on their phone and
were concerned what impact this may havetbeir identity account.
Users raised privacy concerns about uploading images of their identity
documents and their face.

O«

(@]

O4EA EAAA OAATTEI
x1 Ol AT6O0 xAT O EO
Paris

I Ch YB8A 1 EE
[ 1

O) 0@ here and call. Driving license? No! Passport as well? No
x AUA 4EAO0G6O0 DPOOOEIT C Al UIOO Accc
OAAOI1T )Yo6iI EAOA EO OEAO OI i AITTAG
going to happen. What about people like me that change hair and
glassesAl 1 OEA OEi Ae 71 01 A EO OAU OEAO |
OEAT eo
Molly

O o

Response to prevention content
* BA RC IAYS Contact us

The problems you reported are
being resolved

Thank you for taking the time to help us resolve
these problems, as this helps us ensure that

GOV.UK Verify is safer for everyone. @ BARCLAYS

Please ensure that you now only use your new
identity account, as this will provide a higher
level of security, suitable for people who have
experienced problems with identity theft.

Government has certified
Barclays to verify your
identity.

Please check your email for details of this If you have any problems,
account. call 01234 567890.

We would also recommend that you take the
time to read our guidelines for preventing
identity theft

Most users wanted to know more about preventing identi
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theft.

At the end of the identity repair interaction users were shown a page summarising
the outcome of the interaction. At the bottom of this page there was a link to
‘“preventing identity theft’

Almost all users who reached this page tried to click onlithksto learn more.

Though there is no indication that such content would be effective at changing
behaviour, this at least shows that users are willing to learn more, and do not object

to the idea that they might take responsibility for reducing identitgft.

Content for this topic should be included and refined in further iteration.
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Conclusions

The project set out to discover if a user would be ableepair their digital identity
and transaction history with Relying Partieghere it had been used fraudulently by
another party.

The conclusion reached is that most users felt that their compromised identity had
been successfully resolved by the designed identity repair interaction, and were
happy to use GOV.UK Verify to cogtplfurther interactions.

Most users initially reported they would prefer to complete this process over the
phone. However, having been through the online process most were still confident
in using their identity accounts with GOV.UK Verify.

One key fator influencing outcomes was whether users repaired a compromised
identity account or created a new one. Those who created new accounts often felt
this put them at more risk, and these users tended to have more negative outcomes
and less trust within th@rocess. Those that repaired compromised accounts felt
they were better protected.

The most obvious positive impact on trust within the identity repair function was
encountering additional identity checks (document and face scanning) to increase
the secuity of an existing account.

Most users attributed blame for unauthorised transactions to the Relying Party, not
to GOV.UK Verify, and therefore did not understand the need to create a new
identity account rather they chose the same identity providerlzefore.

Recommendations

There were a number of points that arose during the user testing which should be
addressed in any future work on this topic, and are listed below:

Users needed better reassurance at the beginning of the identity repair
journey- that the repair function was dealing with the problem in the most
effective way and being dealt with efficiently. This could also alleviate most
users needing to call someone at a point in the journey.

During the user testing, the isswé creating new access credentials
(username, password and®actor authentication) when users were asked
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to create a new identity provider account was not fully addressed. This part
of the interaction has the potential to add significant complexity and
confusion. However, the factor that damaged trust in the identity repair
process occurred when users were asked to create a new identity account.
Repairing a current identity account resulted in better outcomes for users
and so any further development aprototype service should focus on this
journey.

It was clear that the instructions in the email alerting users to an identity
breach were not guiding users to the right place. These either need to be
made clearer or @a alternative way to alertisersneeds to be investigated.

As the blame for the fraudulent activity was attributed to the Relying Parties
and not GOV.UK Verify or the Identity Provider, further investigation is
needed on how this blame should be resolved. OpportunitiefRiying

Parties should be presented along the identity repair journey to enable them
to re-establish this trust with users.

At the end of the identity repair journey, most users clicked on a link that
encouraged them to learn more on how to proteheir identities. This
willingness to learn more is indicative that users might take responsibility for
reducing identity theft and therefore content for this topic should be
included and refined in further prototype iterations.

It is anticipatel that this collaborative project will lead onto an alpha project
that will design and refine the identity repair function.



Appendix A

Glossary

GOV.UK VerifyGOV.UK Verify is the way to prove who you are online. It gives safer,
simpler and faster access to government services like filing a tax return or
checking the information on a driving licence.

Identity Provider:This is a certified company that that ha®t government and

industry standards to provide identity assurance services as part of GOV.UK Verify.
¢CKSNBE I NBE OdzZNNByiGufeée aS@OSy LRSyidAde t NPOARS
referred to as certified companies.

Relying partiesThese are garnment services in which users can access online with

their digital identity, using GOV.UK Verify. For example, these can include checking

@2dzNJ a0l GS LISyaArzy 2N gASgAy3ad &2dz2NJ RNAGDSND
12 services available, with m®to be added in the future.

GOV.UK Verify federatiornthis encompasses all parties involved in the creation of a
UK digital identitythe Relying Parties, the GOV.UK Verify journey and the Identity
Providers.

Level of Assurance (LOAere are foutevels of identity proofing, each of which
provide an increasing level of confidence that #pplicanf@claimed identity is their
real identity. Level of Assurance 2 is used in GOV.UK Verify. ahlaimmed Identity
with evidence that supports theeal-world existence and activity of that identity.

Discovery projectThese projects are conducted to find out user needs, what to
measure and what the constraints are. The project is used to find out how to
develop a new service if there is a user needtfor

Alpha project:Alpha projects build on discovery projects and generally involve
building a prototype, testing it out with users, demonstrating technical viability and
learning from this. Iterations from these findings are then used to design amdhau
a beta phase.
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Appendix B

User research findings outside of the original
project scope

Recognising GOV.UK Verify and re-using identity accounts

Although not part of the original focus for this research, significant findings emerged
relating tohow past users of GOV.UK Verify behave when using the service for a
second time.

These behaviours varied significantly between those who had used GOV.UK Verify in
the real world and those who had used it under lab conditions. However, this
difference is mst probably the result of bias introduced during recruitment.

¥ GOV.UK

English | Cymraeq

Sign in with GOV.UK Verify

GOV.UK VERIFY

@ This is my first time using Verify

@ I've used Verify before

The first page of the hub asks users if they have used Veri
before.

Recruitment bias
Two groups were recruited to take part in this research:

0 Those who had used the live GOV.UK Vesfyice as part of their
interaction with Universal Credit.

0 Those who had used a GOV.UK Verify prototype in past user research
sessions.

As not all Universal Credit users have used GOV.UK Verify, one of the screening
guestions used during recruitment difie¢ first group asked if they had used GOV.UK
Verify. As a result biased sample of users were recruited who remembered using
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GOV.UK Verify.

The second group was recruited from lists of past research attendees. Though this
group had used a prototype irsearch, rather than the live service, the bias of the
first group was able tbe avoided.

Recognising GOV.UK Verify

Several users from the second group above failed to recognise GOV.UK Verify at the
first page of the hub, raising significant concernsulibe effectiveness of this

page.
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point wherethey saw the logos of the Identity Providers. However, as this occurred

some pages after the initial question, none went back and changed their initial

choice.

Understanding GOV.UK Verify concepts
In addition to these problems with recognition, it was at$ear that users returning

to GOV.UK Verify did not always remember how it worked, and had little recollection
2T 02y OSLIJia &4dzOK a4 WOSNIATASR O2YLIlyeQ |y

It appears that it is not enough to simply assume that those who have us®&dUBO

Verify before will understand it, and this hypothesis may lead to alternate design
solutions for reuse of GOV.UK Verify credentials.
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